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1. MultiLine MSI: installation process

To enable the connection and security of exchanges with MultiLine, it's mandatory to install an
applicative layer in charge of security and access to LuxTrust functionalities, such as Smartcard or
USB token authentication, and electronic signature of the transactions.

This implies installing the MultiLine MSI by double-clicking on the uploaded file located on the
MultiLine internet site at URL: https://www.multiline.lu,“Uploads” frame on the right side of the

screen, link “Software and documentation”

After starting the program, a welcome screen will appear

() Muttitine Secur s (Version 6290041 EN) [===)
rity Component N

Welcome to the InstaliShield Wizard for
@ MultiLine Security Components

The Installshiskd(R) Wizard wil install MuliLine Security
Components on your computer. To continue, dick Next.

WARNING: This program is protected by copyright law and
internationsl treaties.

After some automatic verification, you will have to click on the “next” button to continue the
installation.

A screen containing the status of all requirements will appear.

(") MultiLine Security Components (Version 6.20.0011 EN) =)
Installation Requirements I\‘,1 |J I_ T | |__ | N E

The following conditions must be met to continue the installation:

Q] Windows 7, Windows 8.1 and Windows 10

Q] Mo Service Pack requirement for this Operating System

@ High Colour (16 bit) (or better)

@ Screen resolution 1024x758 {or better)

Q] Physical Memory == 512 MB

E] At least Internet Explorer 11

@ An operational PC/SC Smart Card Reader or an mEr; USE stick must be available

E] ‘four user account must have Administrative (instalidtion) rights

InstallShield
< Back I MNext> [ [ Cancel
—— F——— ——
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In case of a failed requirement, a red cross will appear in the corresponding checkbox. You have to
correct all the reported errors and restart the setup application (.msi) to allow continuation of the
installation process.

When all the requirements are met, you’ll have the possibility to click on the “next” button to
continue the installation.

The next screen shown below will allow you to change the destination folder of the installed
application files (this option is not recommended). You can also choose to make the installed
application available to you only or to all of the PC’'s users. The default is to install the application
for all users and is the recommended option.

r B
) MultLine Security Components (Version 6.29.0011 EN) [

Destination Folder * MULTILINE

Click MNext to install to this folder, or dick Change to install to a different folder.

Install MultiLine Security Components to:

C:\Program Files\MultiLine Services),

Install this application for:
@ Anyone who uses this computer (all users)

() Only for me (rastec-xx)

InstallShield
[ < Back If o Next= | [ Cancel
——— == = — = — ==
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On the next screen, you can, if the option is available, choose the installed environments to access
MultiLine. The default, and only required option, is to install the Production environment. Click on

the “next” button to continue.

r 5
{88) MultiLin Sacurity Components (Version 6.20.0011 EN) (i

Select Environment(s) MULTILINE

Select the environment(s) to instal

Installshield

< Back ][ Nexfsg ] [ Cancel

In case a certification environment is proposed and has been selected on the previous screen, you
will have to choose which one is active by default. A normal operation will not go to this screen as

Production is normally the only choice.

r .
14 MultiLine Security Components (Version 6.29.0011 EN) =

Select Active Environment MULTILINE

Selectin the list the environment to be configured as the currently activated environment

Production

Certification

Installshield

[ <sak  J[ mext> ][ cancal |

The screen will then show you the trusted sites that will be automatically added to your browser
configuration (Internet Explorer). As for the environment, only Production values are shown in

normal operation.

") MuitiLine Security Components (Version 6.29.0011 EN) =)
Trusted Sites MULTILINE

For your convenience, this setup will automatically add the following websites as trusted sites
in your browser:

Certification

tetrellu
f - https:/f*.prod.multline. lu
- https:/fwww.multiine.lu

- https://pki.isabel.be

Please press Mext” to continue the installation, "Cancel” to abort the installation.

Installshield

<Back || Next> | [ Cancel
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On the next screen, you will have to choose to install additional services if any exist. This will be the
case for IBM Security Trusteer which adds more security when you access MultiLine.

r
ﬁ‘ MultiLine Security Cemponents (Version 6.29.0011 EN)
Additional Features to Install
Select any additional features to download and, if applicable, install
together with the MultiLine Security Components.
Download and install:
[¥]1BM Security Trusteer Rapport (nf) | Push one of the “Info” buttons
to view more background
information about the selected
item. ..
il
M
Download items to: |c: -
IC.‘.ngramDam\lsahel Downloads, E] |
Installshield
5]
[ <sak |[ met> |[ cancal ||
e — —— ———

The optional services will be installed later if the checkbox beside of the service name is selected. By
default, IBM Security Trusteer is selected and will be installed.

Clicking on the “Info” button will give you information about the selected product’s functions:

- .
4] MultiLine Security Components (Version 6.29.0011 EN) [
Additional Features to Install \

Select any additional features to download and, if applicable, install ]
together with the MultiLine Security Components. \
L

Download and install:
IBM Security Trusteer Rappart IBM Trgsteer helps prevent malware
and phishing attacks as well

as achieve sustainable cyber

fraud prevention. Attention:

Note that IBM Trusteer does

not replace a virus scanner,

neither any internal security

policy & company acting safely
should have in place. This implies
that you also have to comply

(| at any time with all MultiLine
security requirements.

Download items to: IC:\ProgramDaia\Isabel Downloads} E] I
Installshield
|
[ <Back | mext> |[ Cancal |
= = ——— ———
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The next screen gives a summary of the installation setting you have previously chosen.

- .
14l MultiLine Security Components (Version 6.20.0011 EN) =5

Ready to Install the Program MUJLTILINE
The wizard is ready to begin installation.

Click Install to begin the installation.

MultiLine Security Components' will be installed for:
- Production
- Certification

b
{\Program Files\MultLine Services|

ctive configuration: ‘Bete’

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard,

Installshield

<Back |f Wyinstal [ cCancal |

/\ After clicking on the “Install” button, you will obtain a screen requesting the authorization to
modify the system and the access to the Administrator rights. In this case, you have to accept the
authorization request to continue the installation which will then give you the progress status.

~

-
ﬁ MultiLine Security Companents (Version 6.29.0011 ENr\ L= e

Ly
Installing MultiLine Security Components '\,/I |J |_ T | |_ | N E
The program features you selected are being installed.

Please wait while the InstallShield Wizard installs MultiLine Security
Components. This may take several minutes.

Status:

Instalishield
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At the end of the MultiLine MSlI installation, you will be able to confirm the upload and installation of
the optional components (i.e. Trusteer) you previously selected.

. ~
2 MultiLine Security Components (Version 6.22.0011 EN} ===

InstallShield Wizard Completed

The InstaliShield Wizard has successfully installed MulfiLine
Security Compenents, Click Finish to exit the wizard,

Start the MultiLine: wahsq?

[T shaw the Windows Instaler log

Check this box to install the additional features you have
dowrloaded.
The installation will begin when you diick the 'Finish"
button below.

<Back Cancel

For Trusteer, and as the installation process needs to update Internet Explorer functionalities, you
need to uncheck the “Start the MultiLine website” checkbox and keep the third one checked. It's
also recommended that any Internet Explorer Browser functions running be interrupted before
clicking on the “Finish” button.

r o
1) MultiLine Security Components (Version 6.20.0011 EN) =5

Installshield Wizard completed

The InstallShield Wizard has successfully installed MultiLine
Security Components. Click Finish to exit the wizard.

[ Start the MultiLine website.

[Z] Show the Windows Installer log

Check this box to install the additional features you have
downloaded.
The installation will begin when you diick the ‘Finish'
button below.

<o ==

S=S=S= ——— —

Clicking on the “Finish” button when the third checkbox is checked will start the download of the
IBM Security Trusteer installation files or of any other optional service you requested. Once the
software is downloaded, its installation will be automatically launched.

You'll find hereunder the detail of the Trusteer installation process.
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2. IBM Security Trusteer: installation process

/\ You need to be connected to the Internet for the IBM Security Trusteer installation process.
To allow the download and installation of the software, you need to have access to the following
URLs:

o https://www.multiline.lu/fileadmin/media/downloads/FR/info2.txt
o https://www.multiline.lu/fileadmin/media/downloads/RapportSetup.exe

In case these accesses are not possible, you’ll be invited to download IBM Security Trusteer directly
from the IBM website during the setup process.

After the launch of the setup, a message will inform you about possible configuration changes to
make to your Firewall and/or anti-virus software. In case of a problem, you can temporarily
deactivate your anti-virus software.

Wﬁlﬂ Protection Installer [

Firewall or antivirus software may show alert dialogs related to this installation.

Please allow any RapportSetup or RapportService programs to proceed if you see |
one of these alerts by selecting an option such as

- Unblock
=Yes

- Allow

- Permit

I the installation fails you may want to temporarily disable your antivirus or
security software and try again as antivirus or personal firewall that is set to a very
high level of protection could cause installation to fail.

ity Tru: Endpoint Protection Installer

Please wait while Trusteer Endpoint Protection is
downloaded...

After the download, you’ll have to confirm that you want to run the application (RapportSetup-

Full.msi).
Do you want to run this software?
il_'l' Name: RapportSetup-Full.msi
= Publisher: Trusteer
Fé]MorEgpmns [ Bun ] Don't Run
[ whie fles from the Intermet can be useful, this fie type can potentally harm
o) your computer, Only run software from publishers you trust. What's the risk?
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You‘ll see the IBM Security Trusteer Welcome screen

-
ﬁ IBM Security Trusteer Endpoint Protection Setup . =l

Welcome to the Trusteer Endpoint
Protection Setup Wizard

Please wait while the Setup Wizard prepares to guide you
through the installation.

The setup process will take a little time to do some system checking before allowing you to click on
the “Next” button to continue the setup process. When available, click on the “Next” button to
continue.

You then have to accept the End User License Agreement to continue the setup.

r
) 1BM Security Trusteer Endpoint Protection Setup . . S

This wizard installs Trusteer Endpoint Protection on your computer.

The installation takes only a few secands and does not require yau to
restart your computer or your browser. If you have a visual
impairment, color blindness, andjor regularly use assistive screen
reading technologies, dick on the “Advanced” button for options.

The End User License Agreement for IBM Security Trusteer
Rapport and 1BM Security Trusteer Apex Advanced Malware
Protection is available at this URL:

http:/ fwww trusteer.c d-user-license-ag; ?
and can be viewed using the "View License Agreement” button
below. A copy of the EULA will also be installed on your
computer at the completion of the installation. The EULA
contains impertant information regarding data (including
personal data) that may be collected.

T accept the terms in the license agreement

" I do notaccept the terms in the license agreement

Viewlicense Agresment | Advanced | mel | concel |

Click on the “Install” button to start the setup process. If needed, you will be asked to allow
modification to the system and will switch to Administrator mode during the installation.

.
ﬁ IBM Security Trusteer Endpoint Protection Setup . =l —

Installing Trusteer Endpoint Protection

Please wait while the Setup Wizard installs Trusteer Endpaint Protection.

Status:

Back Mext

10
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At the end of the installation, you will have to click on the “Finish” button. At this point, IBM
Security Trusteer is installed on your system.

r
) 1BM Security Trusteer Endpaint Protection Setup o =

Completed the Trusteer Endpoint
Protection Setup Wizard

Click the Finish button to exit the Setup Wizard.

Back | Einish I Cancel

/\ You need to restart your system to fully take into account all of the modifications done by the

installation process.

11
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3. IBM Security Trusteer: usage

3.1. Validation of the protected site

After the installation of IBM Security Trusteer and the reboot of the system, the Trusteer icon will be
visible in your browser. A green one indicates a site under Trusteer protection and a grey one a site
not under Trusteer protection.

| ]

Protected site Unprotected site

A left click on the icon will pop up a window containing more details and enable access to the
Trusteer menu (“Open Console” button).

G https://www.google.lu/?gws_rd=cr,ssl8tei=F8| .. G Ge
PR Trusteer

This Website is Protected by Trusteer i

Trusteer protects your interaction with this website and protects your computer against
malware.

0 Help and Support I# Open Console

3.2. Add a site to the protected site list

Trusteer uses a predefined list of sites to protect (unmanageable by the user) and a user list of sites
to protect (user manageable). When a site is unprotected (Grey Trusteer icon), you have the
possibility to add it to Trusteer protection by adding the site to the user protected site list. For this,
you have to click on the Trusteer grey icon, then click on the “Protect this site” button. When done,
the Trusteer icon will switch to green, informing you that the site is under its protection.

o www.google.lu is not protected

Trusteer protects your c against . We alzo adding site
protections for sites into which you enter sensitive data.

e Help and Support Iﬁ Open Console

12
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3.3. Open the Trusteer console

The Trusteer console can be accessed in multiple ways:

- Inthe browser:

e
SR G nttps:// v googledu/Tgws._rd=cr,sslBei=FB| "M' GG
PR Trusteer

|TmBWet|site is Protected by Trusteer

Trusteer protects your interaction with this website and protects your computer against
malware.

€ Help and Support I# Open Gonsole

- Inthe taskbar:

- Inthe Windows start menu:

| Trusteer Endpoint Protection p
ﬁ‘ Start Trusteer Endpoint Profiction
E Stop Trusteer Endpoint Protection
Trusteer Endpoint Protection Conso

The Trusteer console allows configuration and checking of the activity:

IBM Security Trusteer Rapport

weeKly Actuny Report

13
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3.3.1. Trusteer console: configuration options

General Trusteer information and configurations are located on the main console page. More
configuration options can be accessed by clicking on the “More Settings” link in the lower part of the
upper left frame in the console:

curity Trusteer Rapport

For example, it’s possible to hide the Trusteer icon in the taskbar, choose the interface language, or
the update method.

IBM Security Trusteer Rapport

Dashboard

Product Settings

e Engisn[v]

License Materials - Froperty of IBM
© Copyright 2007, 2015 IBM Corp.

14
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3.3.2. Trusteer console: trusted site list

In the “Trusted site” part, on the lower left frame of the console, you can check the predefined and
user list of trusted sites.

You will have the ability to check the predefined sites list (unmanageable by the user) and check or
manage the user list (i.e. remove previously manually added sites).

3.3.3. Trusteer console: weekly reporting
The upper right part of the console is dedicated to the weekly reporting of Trusteer activity. The
frame contains the three main counters of the application:

e Blocked screenshots.
e (Certificate problems encountered.
e Blocked IP addresses.

15
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By clicking on the “Full Report” link on the lower part of this frame, you can access more detailed
information about Trusteer activity. You will also have the choice of enabling automatic reporting
each week or deactivating reporting (not recommended).

IBM Security Trusteer Rapport

Weekly Activity Report

Num. of blocked screen capture events: 0
Num. of certificate mismatch events: 0
Num. of blocked IP addresses events: 1
Num. of blocked browser add-ons events: 0
Num. of blocked cookie access events: 0
Num. of credentials submission events: 0
Num. of character replacement events: 0

Num. of Malware Detection Events: 0

B e M T THET e

Num. of Risk Site Alerts: 0

O present this
Learn more about this report

/\ Please be advised to periodically check both reports (general and detailed) to detect possible
suspect behavior.

3.3.4. Trusteer console: security policy.
The security policy screen is located on the second screen of the Trusteer console. You access it by
clicking the green icon on the lower right part of the first console screen.

16
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This screen will give you some information about the Trusteer application’s security policy (number
of activated and deactivated security rules) and allow you to change some of them.

IBM Security Trusteer Rapport

You can access the modification screen by clicking the “Edit Policy” link located on the lower part of
the security policy frame and entering the exact captcha you receive from the application.

/"\ Modification of the rules is NOT recommended and is done at your own risk. Any security
breaches occurring due to security policy modification will be under your sole responsibility.

IBM Security Trusteer Rapport

ard

ity Policy

Block Screen Capturing
Validate Website SSL Certificates:

Block Unknown Browser Add-ons:

Block Access to Information inside the Browser:
Block Access to Sensitive Website Cookies:
Validate Website IP Addresses:

Activate Character Replacement:

Activate Kernel Character Replacement:

Block unauthorized modules in th

Warn when browsing to maliciou

‘Warn When Login Information is Used in Unknown Websites:

?
?
?
?
?
?
7
?
?
?
?
2

Rinck Rrowser Process Altaration:

| Help| . Restore Defauts |

17
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3.4. IBM Security Trusteer: blocking message

When you navigate a Trusteer protected site (either from the Trusteer default list or the user added
one), some actions like taking a screenshot of the internet protected site or remote access to your
computer will give you Trusteer popup alert messages.

RAPPORT

. prssmm————

If such a message appears, you have to accept or block the action regarding the context.

e |f the action is not your own, click on the “Block” button to immediately stop the action.
/I\ In such a case, be advised to do a complete and full security and virus scan of your
computer as your computer can potentially be corrupted by malware and/or viruses. If
needed, check for the procedure with your IT department.

e |f the action is requested/done by you, you will have to click on the “Accept” button to allow
execution of the action.

18
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3.5. IBM Security Trusteer: deactivation

If needed, IBM Security Trusteer can be temporarily deactivated. This can be done from the console.

Product Settings

The confirmation message has to be validated by entering the exact captcha given on the screen,
then clicking on the “deactivate” button.

IBM. )

Security confirmation message

“Trusteer ERGpoiNt PIOlection was 1QUASIed 1o SHUIGOWN.
Trustes! . uninstall, of install over

2N #ASINg rsion, enter e Ietlars 3¢ ey are Shown in the iMage elow 3nd dlick ShUtdown

Otherwiss, click Cancel

Ertercapenateners|
 Shudown | ToAncther  ReadMowd  Cancel |
Contact IBM Security Trusteer Support

Trusteer will then be shut down and can be reactivated in the same manner.

Startup and shut down menus can also be found in the Windows Start menu.

. Trusteer Endpoint Protection .
ﬂ Start Trusteer Endpoint Protéction
E Stop Trusteer Endpoint Protection
E Trusteer Endpeint Protection Conso

19
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4. IBM Security Trusteer: more information

In the “Help and assistance” frame on the lower right part of the console screen, you have the
option to:

e Inform a Trusteer engineer about a problem,
e Access the FAQ,

e Access the IBM Trusteer version of the User Guide

e Send your feedback about the application to a Trusteer Engineer.

Help and Support ™

Report a problem

Frequently Asked Questions

User Guide
Send us feedback

Just click on the corresponding link on the frame and follow the instructions or access the needed
pages.

20
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5. IBM Security Trusteer: uninstallation
The IBM Security Trusteer uninstall is done by going through the installed application list in the
control panel, then selecting the Trusteer application and clicking on the “Uninstall/Change” menu.

Control Panel Home

Uninstall or change a program

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
B Tumn Windows features on or
e Organize = ER )
Name  Publisher Installed =
[P Trusteer Endpoint Protection Trusteer 330201
- oo L

o i 1

Currently installed programs Total size: 097 GB
25 programs installed

You have to confirm the uninstall request.

An IBM Security Trusteer informational message about past Trusteer activity will be displayed and
has to be accepted to continue, by clicking on the “Continue” button.

On the next screen, you have to select if you want remote help from a Trusteer engineer or just
want to uninstall the product. Optionally, you can delete all the user preferences for the software
before starting the uninstall.

£ TRUSTEER RAPPORT

You have to choose “No Thanks, Uninstall Now” to process the uninstall of the IBM Security Trusteer
application.

21
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The confirmation message has to be validated by entering the exact captcha given on the screen,
then clicking on the “Shutdown” button.

M =

“Trustes! ENgpoInt Prolecion was (6uested 1o snuldawn.
n 100 Trusteor

e J uninstal, or install over
an existing version, enter e ietlars 33 Mey are shown in the image below and click Shutdown
Otmenwise, click Cancal

removing Trusteer Endpoint Protsction

B sk

Enter captcha fest hers:

 Shutdown | TryAnctner | ReadAloud  Cancel |
Contact I8 Security Trustieer Suppori

It will just take a few seconds for IBM Security Trusteer to be uninstalled.

/\ You have to restart your computer to fully remove Trusteer.

22



